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Abstract

The fast growth of Internet of Medical Things innovation has resulted in several breakthroughs in the smart
healthcare field; it enhances healthcare systems to give more complex real-time services and more efficient patient
motioning system. Nonetheless, despite Internet of Medical Things, there are the dazzling side, some problems
continue to stymie its acceptance. In reality, collecting, transferring, storing, and utilizing data in medical
applications raises concerns about privacy and data protection, particularly given the large number of parties
involved throughout the data life cycle. Motivated by these facts, the purpose of this paper is to conduct a
Systematic Literature Review of privacy-preserving methods employed in the smart healthcare ecosystem .A
standardized Literature Review technique is used to choose current research publications published between 2017
and 2021 from several databases. Several papers were screened, and the selected papers were subjected to critical
examination
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2. Introduction

A growing number of diseases can be
prevented through smart healthcare, one of
the fastest-growing technologies in recent
years. loMT is a network of medical

devices, health systems, and services that are
all interconnected. Connectivity,
communication, captures, and exchange of
Electronic Medical Records (EMRS)
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between entities is made possible by the
IoMT [1] system. The EMR contains
personal  health information, whereas
Internet of Things (10T) implementations are
often fraught with privacy and data security
concerns.  There are even  more
considerations when it comes to patient
privacy. Because of this, people in the smart
healthcare field are concerned about data
security and privacy. Many people expect
that their electronic medical records
(EMRs), such as their blood group and pulse
rate, can only be accessed by authorized
health care providers and only with their
permission or control. Researchers have
recently shown an interest in preserving
security and privacy in a smart healthcare
setting. However, it is critical to be aware of
the current IoMT system's security and
privacy issues and it’s solved by recent
technology like block chain, big data and
machine  learning.  Furthermore, it's
important to know how effective the
solutions? that are being offered. In the
literature, we found that these issues have
received little attention. Consequently, a
systematic literature review (SLR) is
presented in this paper [2,3]. After the
analysis of review we will find out the
present scenario of privacy protection of the
data.

3. Systematic literature review (SLR)

M. Tanriverdi [4] and other have introduced
an efficient attribute-based encryption
(ABE) system that out- sourced some
encryption and decryption to the edge nodes
and supports attribute  modifications,
allowing flexible control of the right of the
user. This method has been tested and
proven to be more efficient for re-source-

constrained devices than the classic ABE
method with respect to loT-based smart
healthcare [7]. It offers a solution that
preserves privacy while also allowing
patients to make pragmatic data sharing
agreements  with  smart services by
specifying the information that can be
shared or used RFID authentication [5]
scheme. By calculating the privacy risks
associated with each data sharing, Alraja[6]
et al. sought to safeguard the privacy of 10T
users while also assisting them in reaching
practical agreements with smart services and
data consumers. Singh and Chatterjee
developed an edge computing-based smart
healthcare system with an intermediary layer
dubbed the edge computing layer, which is
responsible for controlling network latency
and preservation patient data privacy.
Fundamental security and privacy issues
face the burgeoning healthcare industrial
internet of things (HealthlloT), such as safe
fine-grained  data  transport,  privacy
preserving [7] keyword-based decryption,
and malicious key delegation. In response to
these problems, Sun et al. developed a
Privacy-aware and Traceable Fine-grained
System (PTFS) in cloud-assisted Health
loT[8], which provides safe fine-grained
data transport, privacy-preserving data
retrieval,  efficient  encryption, and
decryption operations. For privacy in the
smart healthcare environment, Sathya and
Raja suggested a Euclidean L3P-PriSens-
HSAC security framework. For the first
time, a framework has been provided that
provides enhanced privacy for RFID-based
healthcare systems by integrating RFID
authentication ~ with  access  control
approaches. A secure smart healthcare
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system defined by Zhang et al. offers user
privacy protection by providing fine-grained
access control to smart healthcare cloud
4. Methodology.

On the basic of proper review, analysis

of the study is followed with various
4.1 Decentralized Structural Design
Reading all primary research papers in this
class, pertinent data was gathered. Each
paper's major thesis is summarized in the
section that follows. There is a need for a
safe EHR management system for patients,
doctors, and health service providers that are
both regulated and secure, and this is what
Chelladurai et al. recommended. The
cryptographic hash functions used in the
proposed system ensure high levels of
security and integrity. Using the block chain,
Lee et al presented a medical data
preservation method for tele-care medical
information  systems (TMISs)[9] that
includes a WBAN and a social network
information transmission protocol. In order
to safeguard patient privacy, Wang et al.
presented a Double Block-chain
Telemedicine  Diagnosis (DBTMD)[10]
method that creates a public chain called
User chain and a consortium chain called
Medical chain. Additionally, it creates an
identity authentication chain to ensure that
the doctor's identity information is always
up to date. Using this research, keys'
transaction costs can be reduced.
In addition, Wang et al. developed a low-
cost fog computing-based data privacy
protection, efficient retrieval, and analysis
service for loMT. There is a smart contract-
enabled consortium block chain network
built on the IPFS cluster node and smart
contracts for patient and medical device

data. Cipher text-policy attribute-based
encryption is a promising cryptographic
primitive [11].
machine learning techniques and
application of the black chain.

authentication that was defined by Kumar et
al. A contact tracing approach for 5G-
integrated and Blockchain-based[14]
medical apps has been presented by Zhang
et al. This enables patients to be tracked and
checked in a privacy-preserving manner as
shown figl. There is no need for an online
registration centre with the computed
transferrable authenticated key agreement
technique defined by Wang et al.
Certification and key escrow issues can be
solved with certificate less public-key
cryptography. Decentralized block-chain
data privacy and sharing  system
GuardHealth was proposed by researchers
Wang et al. [15] with the same goal in mind.
Confidentiality, authentication, data
preservation, and data sharing are all taken
care of by the suggested system. Similarly,
Dai et al. developed a block chain-enabled
IoOMT system to raise the level of security
and privacy concerns of IoMTs. They also
highlight the five various perspectives on the
solutions given to COVID-19 by block
chain-enabled IoMT.

E-Health block chain-based decentralized
architecture was proposed by Uddin et al..
The sensing layer (Body Area Sensor
Network), the NEAR processing layer (the
Fog), and the FAR processing layer
compose this architecture's three levels (the
Cloud). Access control is fine-grained and
flexible, with revocability of consent, audit
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ability, and tamper resistance. Block chain-
based smart healthcare systems (SHS)
developed by Tripathi et al aim to provide
the system with inherent security and
integrity. This is known as the Smart and
Secured Healthcare System (S2HS).

The Hyper ledger permission block chain
technology, developed by Usman and
Qamar, is used to maintain and share
electronic medical records in a secure and
efficient manner (EMRs). Patient-centered
block chain framework Health Chain was
introduced by Hylock and Zeng in a
research article to promote immutable log
keeping, encourage patient involvement and
facilitate safe and secure flow of data
between patients and providers. The current
options for retrieving electronic medical
records either fail to protect sensitive data or
are limited to a single picture data source.
5. Discussion and Future Directions
Decentralized healthcare systems shown in
figl, such as mobile and smart loT
solutions, are being prioritized above
traditional health infrastructures because
they ensure that patients receive healthcare
services more quickly and efficiently. In
spite of this, as shown throughout the
proposed SLR, there remain issues to
address, primarily the absence of a
comprehensive strategy that takes privacy
into account throughout the data lifecycle
and the requirements of stakeholders. It's
considerably more difficult to keep patients’
Conclusion

There was a comprehensive review of the
existing privacy-preserving solutions in the
smart healthcare environment undertaken as
a part of this paper, which we called a
Systematic  Literature Review (SLR).

Blockchain-based medical encrypted image
retrieval is a solution to these issues, as
described by Shen et al. [12,13]. With the
help of block chain technology, they
demonstrated the suggested scheme's
layered architecture and threat model.
Health data are encrypted and used for fine-
grained access control in the Health chain
system, which was developed in a study by
Xu et al. to preserve the privacy of large-
scale health data.

Figl: Decentralized healthcare systems

* Deployment types: laas,
Paas, or Saas options
s

Al (A al
Intelligence) / ML
(Machine Learning) jobs

sensitive data safe from unauthorized access
because privacy must be considered at every
stage of data collection, transport, use, and
storage. However, what if we took privacy
into account even before coming up with
these clever and unique solutions, Rather
than focusing on improving the actual smart
loT-based healthcare solutions, why not
emphasize the necessity of privacy before
they even exist? Prior to the development of
smart solutions, we believe that privacy and
feasible best practices for preserving it
should be considered.

Several components of the original studies'
material, including the privacy mechanisms
utilized, privacy  principles, IoMT
architecture, stakeholder requirements, etc.
were analyzed to address the study
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questions. More than 70 percent of primary
studies surveyed neglected the needs of
stakeholders, particularly patient privacy
preferences and privacy laws; in addition,
the data collection phase is the least
considered, which translates the neglecting
of the two criteria: data collection limitation
and data minimization. As noted in the
preceding sections, a lack of a holistic
strategy to ensuring privacy throughout the
data life cycle and in accordance with the
interests of many stakeholders is evident.
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