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Abstract 

Money laundering is one type of financial fraud that is well-known for diverting illegally obtained funds to 

terrorism or other criminal activity. Complex networks of trade and financial transactions are involved in this 

type of criminal activity, making it challenging to identify fraud firms and identify its characteristics. 

Fortunately, the intricate networks of trade and financial transactions may be used to build the 

trading/transaction network and the characteristics of the entities in the network. While features of entities are 

descriptions of the entities, anomaly detection on features can reflect specifics of the fraud activities, the 

trading/transaction network reveals the interaction between entities, making it possible to identify the entities 

involved in the fraud activity. Hence, network, the majority of approaches currently in use only use one of the 

two types of information, networks or characteristics. In this research, we offer CoDetect, a novel framework 

for financial fraud detection that can use both network information and feature information. Additionally, 

CoDetect is capable of detecting both the features associated with financial fraud activities and the fraud 

actions themselves concurrently. Numerous tests using both artificial and real-world data show how efficient 

and effective the suggested methodology is at stopping financial fraud, particularly money laundering. 
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I. IINNTTRROODDUUCCTTIIOONN 

The information contained in the data is also 

enhanced using aggregation techniques. 

Generating feature points afterwards financial 

fraud activities, such as credit card fraud and 

money laundering, have gradually increased 

in recent years. These actions result in the loss 

of personal and/or business property. Even 

worse, they endanger the security of nation 

because the fraud may go to terrorism. Thus, 

accurately detecting financial fraud and 

tracing fraud are necessary and urgent. 

However, financial fraud detection is not an 

easy task due to the complex trading networks 

and transactions involved. Taking money 

laundering as an example, money laundering 

is denied as the process of using trades to 

move money/goods with the intent of 

obscuring the true origin of funds. Usually, 

the prices, quantity or quality of goods on an 

invoice of money laundering are fake 

purposely. If we utilise these statistics as 

features to construct detection policy, the 

misrepresentation of prices, quantity, or 

quality of items on an invoice only exposes 

minor differences from normal basis.This type 

of detector might function effectively with 

somewhat stable trading entities in specific 

situations. Unfortunately, the situation in the 

real world is more difficult, particularly in 

Free Trade Zones (FTZs), where international 

trade necessitates intricate processes and 

information sharing between trading parties. 

The fraud activities are more covert, 

especially money laundering. The 

concealment of the movement of cash through 

trading operations, the purchase and sale of 

intangibles, and related party transactions are 

just a few examples of the various ways that 

money laundering can occur. The trading of 

goods demonstrates greater diversity, but so 

do the many types of businesses, including 

front and shell corporations that help with 

money laundering. Money laundering, in 

contrast to other forms of fraud, exhibits 

unique traits that pose a high danger to the 

financial system due to the concealment of the 

money trail, collectivist conduct, and wild 

trading zones in FTZs. 

 

 

 

II. EXISTING SYSTEM 

Graph-based mining methods are one of the 

most important theories that attempt to 

identify relations between data points. 

Financial activities can be modelled as a 

directed graph, then a sparse adjacent matrix 

can represent this graph. With graph-mining 

method, the sparse matrix can be 

approximated as summation of low-rank 

matrix and outlier matrix. 

 

Thus, graph-based methods can detection 

suspicious interactions between entities while 

attribute-feature based methods can reveal the 

features of the fraud. Graph and attributes 

provides two complementary information for 

financial fraud activity detection and fraud 

property tracing. 

 

III. PROPOSED SYSTEM 

❖ In this paper, we would like to develop a 

novel framework for fraud detection by 

considering the special detecting and 

tracing demanding of fraud entities and 

behaviours. 

 

Specifically, we investigate: 

❖ How to utilize both graph matrix and 

feature matrix for fraud detection and fraud 

tracing; 

❖ How to mathematically model both graph 

matrix and feature matrix so as to 

simultaneously achieve the tasks of fraud 

detection and tracing. 

❖ In an attempt to solve these challenges, we 

proposed a novel detection framework  

CoDetect, for financial data, especially for 

money laundering data. We incorporate 

fraud entities detection and anomaly 

feature detection in the same framework to 

find fraud patterns and corresponding 

features simultaneously. 

❖ Combining entities detection and feature 

detection enables us to build a novel fraud 

detection framework for noisy and sparse 

financial data: relevant fraud patterns help 

the identification of fraud identities, and 

relevant features in turn help revealing of 

the nature of fraud activities. 
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3.1 FUNCTIONALREQUIREMENTS: 

• .Data Collection 

• Data Pre-processing 

• Training & Testing 

• Modelling Predicting 

 

3.2 SYSTEM ARCHITECTURE: 

 

 
Fig.3.2 System architecture 

 

3.3 DATA FLOW DIAGRAM: 

The DFD is also called as bubble chart. It is a 

simple graphical formalism that can be used 

to represent a system in terms of input data to 

the system, various processing carried out on 

this data, and the output data is generated by 

this system. 

 

1. The data flow diagram (DFD) is one of the 

most important modelling tools. It is used to 

model the system components. These 

components are the system process, the data 

used b y  the process, an external entity that 

interacts with the system and the information 

flows in the system 2. DFD shows how the 

information moves through the system and 

how it is modified by a series of 

transformations. It is a graphical technique 

that depicts information flow and the 

transformations that are applied as data moves 

from input to output. 

 

3. DFD is also known as bubble chart. A DFD 

may be used to represent a system at any level 

of abstraction. DFD may be partitioned into 

levels that represent increasing information 

flow. 

 

 

 
Fig.3.3Data Flow Diagram of  System architecture 
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IV. IMPLEMENTATION 

4.1 MODULES 

There are four modules in this project. 

1. USER 

2. BANK ADMIN 

3. TRANSPORT COMPANY 

4. ADMINISTRATOR 

 

BANK ADMIN: 

Here bank admin is a module should register 

with the application, then admin must be 

authorized by the admin then only bank admin 

can login successfully into application after 

logged he/her can perform some operations 

such as view profile, add your bank details, 

view bank details, view credit card details, 

view credit card users, view all transport 

company booked ticket details, view all type 

of financial fraud and logout. 

 

ADMIN: 

Here admin is the main module can directly 

login with the application and can perform 

some operations such as view users, transport 

company, bank details and authorize view all 

users, view all bank details, view transport 

details and logout. 

 

USER: 

Here user must take registration with the 

application and should authorized by the 

admin then only he can login with our 

application successfully after logged in he/her 

can perform some operations such as view 

profile, manage bank details, request credit 

card, view credit card , view payments and 

transfer to credit card account, view all 

transport company and book tickets by 

selecting company, view card transactions and 

logout. 

 

TRANSPORT COMPANY: 

Here transport must take registration with the 

application and should authorized by the 

admin then only he can login with our 

application successfully after logged in he/her 

can perform some operations such as add 

transport details, view transport details, fixed 

travel prices, view all booked ticket details, 

view type of financial fraud and logout. 

 

V. RESULTS 

 

 
Fig.5.1 Home admin page 

 

This picture shows the home screen of project when we search for project title in google search tool 

bar. 
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Fig.5.2 View profile 

 

This picture shows the view profile page when user login into the website. 

 

 
Fig. 5.3Add bank details 

 

This picture shows the view bank details page as the user can go through it. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.5.4 All types of financial fraud 
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Fig.5.5 All fraud details 

 

This picture shows all the fraud details to the admin. 

 

VI. CONCLUSION 

We provide a brand-new system called 

CoDetect that can concurrently identify fraud 

using feature and similarity matrices based on 

graphs. It presents a brand-new technique for 

identifying the type of financial activity, such 

as fraud trends or suspicious assets. The 

framework also offers a more understandable 

technique to spot the fraud on a sparse matrix. 

Experimental findings on simulated and real-

world data sets demonstrate the effectiveness 

of the suggested framework (CoDetect) in 

identifying fraud trends and suspicious traits. 

Executives in charge of financial supervision 

can use this framework for fraud detection to 

track out the source of fraud as well as fraud 

patterns.Financial transactions take time to 

complete. These activities can be represented 

by a similarity tensor and a feature tensor. So 

we would like to study how to integrate tensor 

into codetect framework for fraud detection.       
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