
Journal of Survey in Fisheries Sciences                       10(1) 16411 - 16415  2023 

 
 

16411 

  

Finding Fake News An Exhaustive Literature Review 
 

Dr Vinay Vikram Singh1*, Dr. Ashima Singh2, Kumud Das3, Dr. Ravi Suryavansi4, Dr. Rajni 

Mann5 

 
1*Associate professor, Faculty of Journalism and Mass Communication, United University, Prayagraj ,UP India 

2Assistant Professor, School of Communication, Amity University, Noida UP, India 
3Associate professor, School of Media and Journalism, D Y Patil International University, Akurdi Pune, MH, India,  

4Assistant Professor, Central University of south Bihar,Gaya(Bihar) 
5Assistant Professor, Faculty of journalism & Mass Communication, PDM University Bahadurgarh Haryana 

 

*Corresponding Author: Dr Vinay Vikram Singh 

*Associate professor, Faculty of Journalism and Mass Communication, United University, Prayagraj ,UP India 

 

Abstract. Individuals and society must be able to determine the veracity of information that is widely disseminated via 

digital media platforms. Fake news has existed for a long time, but it is becoming a common occurrence in our day and 

age. Fake news may have a wide variety of effects, from annoyance to influence and misinformation. Fake news may be 

detected in a number of ways. Using a thorough literature analysis, we were able to determine the most effective 

methods for spotting false news, as well as when and when to put them to use. In certain cases, a relevant example and 

the obstacles and the proper circumstances in which a specific technique may be employed are provided to highlight the 

specific approach. 

 

Key word:Fake news, machine learning, and linguistics are some of the topics covered in this article. Algorithms, 

digital technologies 

 

Introduction 

In Pakistan (2018: 254), "specific news pieces that originate either on mainstream media (online and offline) or social 

media and have no factual foundation, but are presented as facts and not satire" are defined as fake news. The present 

COVID-19 outbreak serves as a harsh reminder of the significance of combating false information. Fake news 

identification technologies and public awareness campaigns are becoming more common on social media platforms as 

they scale up their efforts to combat the spread of misinformation. On Facebook at the time of this writing, they utilise 

machine learning algorithms to identify misleading or sensational claims used in advertising for alternative therapies, 

they display probable fake news pieces lower in the news stream, and they provide readers information on how to 

recognise fake news themselves (Sparks and Frishberg 2020). Searches for the virus on Twitter lead to reputable 

publications, and Instagram refers people to a unique message with reputable information when they do so on the 

platform (Marr 2020). 

For these procedures to work, there are a variety of methods for detecting false news. There are several examples of 

fake news platforms using the most popular media sites to improve their algorithms for recognising false news 

(Macaulay 2018). In certain cases, false news may be detected using information such as comparing the article's 

publication date to the time it was first shared, as well as where the item was first shared (Macaulay 2018) 

Through a thorough literature study, this report aims to characterise existing strategies for combating the widespread 

prevalence of false news. 

Fake News and Fake News Detection have evolved throughout time. 

Fake news has existed for a long time. Yellow journalism, which focused on spectacular events like crime, gossip, and 

natural catastrophes before the advent of digital technology, was the primary means of disseminating it (Stein-Smith 

2017). The proliferation of false news is linked to the widespread availability of digital tools for mass media (Schade 

2019). There is a wide range of content on the internet, from well-researched essays to opinion-based arguments and 

even outright lies (Burkhardt 2017). Fake news may easily propagate on these platforms since there is no authority in 

charge of verifying the veracity of content. As if that wasn't bad enough, it's not easy to detect the difference between 

actual news and fake news (Pérez-Rosas and colleagues 2018). 

Social media makes it easier for people to distribute fake news since they can easily share it with their friends, who can 

then share it with their friends, and so on. It is possible that comments on fake news feed its 'credibility', which can lead 

to quick dissemination, culminating in even more fake news (Albright 2017). 

It is also the work of social bots to promote bogus news. Responding to and mentioning other users' postings is a 

common tactic for spammers. Through these behaviours, people are coerced into sharing bogus news items (Shao et al. 

2018). 
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Fake news is made easier to propagate by the use of clickbait. Using clickbait is a way for advertisers to get visitors to 

their websites. The use of sensational headlines or breaking news to get readers to click through to sponsored content is 

nothing new. It's a win-win situation if they click on the ad (Chen et al. 2015a). 

Fake news may now be detected thanks to new technologies. When it comes to social media, for example, a technique 

has been created to identify false news by analysing headlines and other dense linguistic structures (Chen et al. 2015b). 

The Twitter Crawler, a component of another technology designed to identify bogus news on Twitter, captures and 

saves tweets in a database (Atodiresei et al. 2018). Fake news detection may be done by copying a link from Twitter 

into this programme and then running the link through the application. Named Entity Recognition (NER) is the 

algorithm that powers this operation (Atodiresei et al. 2018). 

Many methods exist to help the public recognise false news, and this study categorises these methods as found in the 

literature. 

 

Methods for doing research 

Aim or Purpose 

Methods used to identify bogus news will be categorised in this study. To do this, a comprehensive literature review 

was conducted. This section explains the search keywords, criteria, and sources that were utilised. 

 

The Keywords 

In order to find relevant journal articles, certain search phrases were utilised, such as the following: 

("what is fake news" OR "not genuine information" OR "counter fit news" OR "inaccurate report*" OR "forged 

(NEAR/2) news" OR "mislead* information" OR "false store*" OR "untrustworthy information" OR "hokes" OR 

"doubtful information" OR "incorrect detail*" OR "false news" OR "fake news" OR "false accusation*" 

(digital tool*, or "automated tool*" or "approach*") AND (digital gadget*, "digital device*" or "digital appliance*") OR 

(IS gadget*, "IS tool*" or "IS machine*" or "IS gadget*" OR "IS tool*" OR "IS machine*") 

Approaches to identifying and detecting false news, as well as techniques of identifying and finding fake news, are all 

examples of ways to detect and identify fake news. 

 

Criteria for selection 

Criteria for inclusion. This type of research adheres to the following standards: Between 2008 and 2019, a number of 

academic papers have been published on the topic of "false news" on digital platforms. in IT journals or other 

technology-related journal articles (such as computers in human behaviour), as well as conference proceedings; (4) 

articles 

Articles that have been cited at least five times. 

A list of things you can't do. (a) studies that did not appear in journal articles (e.g., a slide show or overhead 

presentation); (b) studies that did not appear in journal articles (e.g., a slide show or overhead presentation). 

(3) articles on false news, but not the identification of it; (4) research on technology or IT; (5) articles on fake news. 

To find relevant articles, the search phrases were entered into ProQuest, ScienceDirect, EBSCOhost, and Google 

Scholar. 

 

Findings 

In this portion of the essay, we describe the many methods used to identify false news. Our discussion also touches on 

how the various tactics might be combined to achieve a better outcome. 

 

Fake news detection methods fall into the following categories: 

language approach, subject agnostic method, and machine learning approach are all examples 

(4) knowledge-based strategy, (5) a hybrid method. 

there is a correlation between the various techniques. The ellipses' diameters are proportional to the number of articles 

in the systematic literature review that mention that strategy (expressed as a percentage of all articles included in the 

review) 

After doing a rigorous literature analysis, we came up with the following categories of false news detecting methods: 

A few examples are provided to illustrate the various techniques. 

 

Approach to Language 

Detection of false news relies on the application of linguistics by a person or a computer programme. Fake news 

spreaders usually have complete control over the content they produce, but their writing style often reveals their true 

intentions (Yang et al. 2018). It takes into account every word and letter in a word, the structure of the phrase, and how 

it all fits together in a paragraph (Burkhardt 2017). As a result, grammar and syntax are the primary concerns 

(Burkhardt 2017). This approach to language is made up of three primary methods: 

When using the Bag of Words (BOW), each word is regarded to be of equal value and independent of the others 

(Burkhardt 2017). The frequency of individual terms is analysed to look for evidence of misinformation. n-grams are 

also known as n-grams (Thota et al. 2018). When patterns of word usage are discovered, false information might be 

discovered via further investigation. The bag of words approach is not as practical since context is not taken into 
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account when text is translated into numerical representations, and the location of a word is not always taken into 

consideration (Potthast et al. 2017). 

Semantic Analysis: Chen et al. 2017b indicate that sincerity may be verified by comparing personal experience (e.g. 

restaurant review) with a profile on the issuefrom a collection of similar articles A truthful writer is more likely than 

other truthful writers to make similar remarks about a subject. Different compatibly scores are employed in this 

technique. 

Probability Context Free Grammars are used to implement sophisticated syntax (Stahl 2018). The Probability Context 

Free Grammars accomplishes complex syntactic tasks using parse trees that enable Context Free Grammar analysis 

possible. Proba- bilistic Context Free Grammar is an extension of Context Free Grammars (Zhou and Zafarani 2018). 

(Zhou and Zafarani 2018). Sentences are turned into a series of rewriting rules and these rules are used to assess various 

syntactic patterns. The syntax may be compared to known structures or patterns of falsehoods and can finally lead to 

recognising the difference between fake news and true news (Burkhardt 2017). (Burkhardt 2017). 

 

Taking a Broad Approach 

Fake news may be detected with this method since it ignores the substance of articles and instead looks for topic-

agnostic traits. In order to detect bogus news, this method makes use of language traits and web markup capabilities 

(Castelo et al. 2019). For example, there are a lot of adverts; there are lengthier headlines with catchy words; and there 

are distinct text patterns from mainstream news to evoke emotional reactions as instances of topic-agnostic elements. 

No author's name appears in the list of sources (Castelo et al. 2019; Horne and Adali 2017). 

 

Approach Using Machine Learning 

Real news may be distinguished from false news using machine learning algorithms. This may be accomplished by 

fine-tuning the algorithms with a variety of training datasets. Computer scientists are able to build new machine 

learning techniques and approaches because to datasets. Algorithms used to detect false news are trained on data sets. 

It's unclear how these datasets are compiled. Crowdsourcing is one option. A false news dataset was constructed by 

Perez-Rosas et al. (2018) after gathering valid material on six distinct areas, such as sports, business; entertainment; 

politics; technology; and education. As a result, a job was created that required workers to create a fake version of the 

news reports (Pérez-Rosas et al. 2018) using crowdsourcing. More than 240 false news stories were gathered and 

contributed to the collection. 

Fake news may be readily identified using a new machine learning method known as the rumour identification 

framework, which legitimises signals in the confusing messages (Sivasangari et al. 2018). Posts that may be false will 

be flagged by the framework (Sivasangari et al. 2018). There are four key areas of attention in the framework: the 

metadata of tweets (source, date and location), where and when a tweet was generated, the date and location of the 

tweet, etc (Sivasangari et al. 2018). The framework may be used to verify the accuracy of the information and 

distinguish between the actual and the false by analysing these four elements of the tweet (Sivasangari et al. 2018). A 

Twitter Streaming API is used to gather the spread of gossip and build datasets in support of this architecture 

(Sivasangari et al. 2018). 

The Twitter crawler, a machine learning technique, collects tweets and adds them to a database, allowing comparisons 

between various tweets to be made. (Atodiresei et al. 2018) 

 

Approaches based on knowledge 

Detecting false news requires the use of both machine learning and knowledge engineering. Some of these fact-

checking tools face a challenge because of the rapid dissemination of fake news on social media. Small amounts of 

misleading information may travel to a huge number of people very fast thanks to microblogging networks like Twitter 

(Qazvinian et al. 2011). The knowledge-based strategy tries to use external sources to check if the news is fake or true 

and to identify the news before the spread of the news grows faster. One of the three primary types is expert-oriented 

fact checking, followed by computationally-oriented fact checking, and finally crowd-sourced fact checking (Ahmed et 

al. 2019). 

Fact Checking Done by Experts. A thorough examination of data and documents is required for competent fact-

checking (Ahmed et al. 2019). The accuracy of the news is evaluated manually by experts through research and other 

studies on the specific claim, which is required for expert-oriented fact-checking. Asserting confidence to specific 

elements through comparison to previously fact-checked texts is known as fact-checking (Vlachos and Riedel 2014). 

Fact-checking with a Computerized Approach. Computerized fact checking is designed to provide users with an 

automatic fact-checking system capable of determining if a given item of news is real or fake (Ahmed et al. 2019). 

Knowledge graphs and open web sources based on practical reference are examples of computationally focused fact-

checking (Ahmed et al. 2019). The ClaimBuster, a new fact-checking tool, is an example of how automated fact-

checking may discover bogus news (Hassan et al. 2017). Machine learning algorithms, natural language processing, and 

a range of database queries are all employed in this tool. To determine 'facts,' it analyses context on social media, 

interviews, and speeches in real time and compares it with a repository of verified facts and delivers it to the reader 

(Hassan et al. 2017). 

Focused on Using the Power of the Crowd. Crowdsourcing allows a large number of individuals to make a decision 

together by checking the veracity of news reports (Pennycook and Rand 2019). The accuracy of the news relies solely 

on the collective wisdom of the masses (Ahmed et al. 2019). Kiskkit is an example of a platform that can be used for 
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crowdsourcing where the platform allows a group of people to evaluate pieces of a news article (Hassan et al. 2017). 

(Hassan et al. 2017). Thereafter, the crowd moves on to another piece of news and evaluates it until the entire news 

article has been analysed and its accuracy determined (Hassan et al. 2017). 

 

Assortment of Methods 

There are three generally agreed upon elements of fake news articles, the first element is the text of an article, second 

element is the response that the articles received and lastly the source used that motivate the news article (Ruchansky et 

al. 2017). (Ruchansky et al. 2017). A recent study has been conducted that proposes a hybrid model which helps to 

identify fake news on social media through using a combination of human and machine learning to help identify fake 

news (Okoro et al. 2018). (Okoro et al. 2018). Humans only have a 4 percent chance of identifying fake news if they 

take a guess and can only identify fake news 54 percent of the time (Okoro et al. 2018). (Okoro et al. 2018). According 

to the hybrid model, this proportion has been proved to be increased (Okoro et al. 2018). Hybrid models integrate social 

media news with machine learning and a network approach in order to be successful and efficient (Okoro et al. 2018). 

This model's goal is to determine the likelihood that the news is bogus (Okoro et al. 2018). (1) capture is the process of 

obtaining representations from a hybrid model termed CSI, which stands for "capture, score, integrate." 

with the use of a Recurrent Neutral Network of articles (RNN), Second, build a score and representation vector; Third, 

integrate the capture and score outputs to produce a classification vector (Ruchansky et al. 2017). 

 

Conclusion 

On the subject of fake news, we looked at how technology has evolved in recent years, allowing us to create tools to 

combat it. Fake news has a significant impact on people's decisions, which is why it's critical to be able to spot it. We 

also looked at ways to prevent fake news. Fake news detection is in desperate need of a hybrid strategy in light of the 

current COVID-19 dispute and the confusion it has generated. Both human and digital intelligence must be utilised in 

this endeavour. We can only hope that some of these protections will be maintained and that both digital media platform 

owners and the general public would shoulder their share of the burden and work together to identify and counteract 

false news. 
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