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Abstract: Software Defined Networking (SDN) is an architecture for the network to control centrally through programmed 

software applications. SDN enables the programming behaviour of the network centrally over software programs with the 

help of open Application interfaces. We can change the parameters of network connections in a dynamic manner. In 

conventional network, it is impossible to change the settings in a dynamic way, as it is a fixed connection. In SDN, the Control 

plane is controlled by software is at the center which links the application layer and infrastructure layer. Software-Defined 

Networking (SDN) has proved its efficiency in countering attacks by providing network surveillance and online configuration 

of the network. DDoS attack is a malicious attack in which the attacker floods the target server from various sources. This 

project uses SDN intrusion dataset for training. This project focuses on the implementation of a compatible way for finding 

the DDoS detriment in SDN employing multiple Machine Learning (ML) approaches. 
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I. INTRODUCTION 

Software Defined Networking (SDN) is widely used 

interconnected criterion that is dynamic, less cost, 

extensible, by preparing it better suited to various devices 

or different network projects. The network or 

interconnection control and advancing activities are 

segregated in this architecture, by permitting network 

control straightforwardly programmable and the 

framework components are preoccupied for applications 

and organization administrations. It is critical to construct 

a Intrusion Detection System (IDS) based on network that 

detect DDoS detriment using information from network 

traffic flows (SDN). In SDN, the control planes (CP) are 

separated by network devices. This technology different 

from traditional network design in its operation. Because 

the traditional network is a fixed link, it is not possible to 

adjust dynamically. 

 

 

 

  

 

 

 

 

Fig 1: Architecture of SDN. 

In SDN, we can modify the specifications of network 

connections on the fly. On the basis of controller's 

decisions, the data plane transports network traffic. The 

control plane determines traffic flow by enumerate routing 

tables. The application plane controls other applications 

such like load balancers, firewall, & Quality of Service 

(QoS) apps. Creating an Intrusion Detection System (IDS) 

is based on a network and utilizes modern networking 

technologies like SDN is of utmost importance. This 
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system should be able to find DDoS attacks by analysing 

data from network traffic flows that are managed by SDN. 

DDoS attacks are dangerous attacks from various OSI 

layers. DDoS attacks continue to cause countless issues in 

today's network infrastructures. These are usually high-

volume and expensive attacks. Artificial intelligence 

approaches such as machine learning can, however, 

identify them. Control programmes in a logically 

centralized controller will manage numerous routers 

across the network. DDoS attacks have grown in 

frequency and severity over time, as well as in 

sophistication. The modularity aspect allows us to adapt 

and improve any component of the architecture separately, 

such as the flow collector, and detection. 

Using artificial intelligence methodologies, this study 

provides a scalable and extensible SDN-based architecture 

for detecting DDoS attacks. The modularity aspect allows 

us to improve each component separately, namely pre-

processing, the flow collector, detection, and flow 

management modules. 

This approach allows experimenting with alternatives ML 

detection techniques to counter different DDoS attacks. 

And also, this research looked into the most common and 

harmful transport layer to do damage by DDoS, UDP 

Flood and SYN Flood. Because a large quantity of traffic 

passes through the controller in the SDN control layer, a 

good security system is required to analyse and identify 

suspicious traffic. Furthermore, the approaches KNN, RF, 

DT, and SVM were successful for various sorts of attacks. 

 

II. RELATED WORKS 

S.No AUTHOR 

NAME 

TITLE PROPOSED SYSTEM LIMITATIONS 

1. Mario 

Lemes 

Proença, Jr. 

(proenca@

uel.br) 

Long Short Term Memory and 

Fuzzy Logic for finding 

Anomaly and Mitigation in 

Software-Defined Network. 

The system proposed in this paper 

aims to characterise network traffic, 

detect DDoS attacks, and mitigate 

Port scan in an SDN environment. 

However, this work was 

subjected to few high-

volume damages. Up-to-

date datasets are not 

used. 

2. N. N. Tuan A DDoS detriment mitigation 

scheme in ISP networks using 

ML by SDN 

This work proposed a DDoS attack 

mitigation strategy for TCP-SYN 

and ICMP flood attacks in SDN-

based (ISP) networks using an ML 

approach, namely, 

K_Nearest_Neighbor and 

X_G_Boost. 

The datasets used in this 

paper are not up to date 

and explored only few 

types of DDoS attacks. 
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3. T. V. Phan Q-MIND: Loosing stealthy 

DoS detriment in SDN with a 

machine-learning based defense 

framework 

This research published Q-MIND, a 

machine ML defence application, to 

find and mitigate DoS damage in 

SDN. 

This work explored only 

few classification 

Methods and this work 

only detects whether 

attack is DDoS attack or 

not. This work does not 

explored types of DDoS 

attacks. 

4. M. 

Idhammad 

Semi-supervised ML approach 

for finding DDoS  

Writers presented an online ordered 

semi-supervised ML process in 

finding DDoS by network Entropy 

estimation, Co-clustering, Data Gain 

Ratio, and Extra-Trees algorithm. 

This study did not use 

up-to-date datasets and a 

smaller number of 

methods are explored. 

5. X. Liang A long short-term memory 

framework for finding DDoS 

detection 

To address this paper a guided 

DDoS, find scheme by LSTM is 

published. 

This work explored only 

slow rate DDoS attacks. 

Only explored a single 

classifier. 

6. Amit 

Praseed 

DDoS detriment at the 

application layer: Problems and 

research perspectives for 

safeguarding web applications 

DDoS detriment on the application 

or framework layer have begun. 

They make legitimate application 

layer requests, making existing 

defence mechanisms difficult to 

detect. 

This paper presents a 

detailed explanation and 

classifications of 

application layer 

DDoS to help 

researchers better 

understand of attacks. 

7. M. Elsayed A Deep-Learning Model for 

Detecting Network Attacks 

The authors published DDoSNet, an 

intrusion detecting system against 

DDoS damage in SDN framework, in 

this paper. 

This work does not focus 

on testing the proposed 

model's performance on 

other datasets. 

III. PROPOSED SYSTEM 

This section discusses about proposed work for finding of 

DDoS damage using ML approaches in SDN.  The 

presented work makes uses machine learning techniques 

which are SVM, Decision tree, k Nearest Neighbours, 

Random Forest. The advantage of using this ML 

algorithms is their less complexity. 

This work focuses on the following DDoS attack: 

1) TCP-SYN FLOOD ATTACK: It is a type of DDoS 

attacks where intruder rapidly initialises a connection 

without finalizing it to web server. The server must use 

resources to wait for poorly opened connections, which 

might cause the system to become unresponsive to routine 

traffic. 

https://www.semanticscholar.org/author/M.-Elsayed/47460271
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2) UDP FLOOD ATTACK: It is a classification of 

DDoS damage (attack) where intruder attacks the ports of 

host with IP packets comprising User Datagram protocol 

packets. 

3) ICMP FLOOD ATTACK: Usual method in which a 

DDOS attack occurs is when attacker floods the target 

device with ICMP echo requests, causing it to be 

overwhelmed. 

A.  MACHINE LEARNING: 

The methodology employed in this study involves 

utilizing ML techniques to identify DDOS attacks in 

SDN. Dataset that will be used for both training and 

testing the algorithms is SDN DDOS. Prior to the 

analysis, essential pre-processing steps have been carried 

out on the dataset. Necessary pre-processing steps have 

been applied to the dataset.In the pre-processing process, 

Data cleaning, variable standardization and feature 

selection were performed. Preprocessed data has been 

splitted into trainee and testing sets to train and testing 

ML algorithms.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In Data cleaning process, all the Null values from dataset 

were identified and removed. In variable standardization 

process all the features with standard variation equals to 

0 were removed from the dataset. In feature selection 

process, necessary has been extracted from the dataset. 

Then algorithms were trained using pre-processed data 

and evaluated based on performance metrics. 

B. MODELLING MACHINE LEARNING 

ALGORITHMS: 

The ML algorithms utilized in this study for the 

identification of DDoS attacks include Random Forest, 

SVM, DT, KNN. 

SVM: SVM is supervised ML based process that is used 

in both classification and regression challenges. 

Important aspect of this algorithm is to classify input 

points by finding hyperplane in N-dimensional space. 

KNN: This algorithm is used for both classification and 

regression issues. This algorithm assumes that similar 

objects are put into same category. 

RANDOM FOREST: It is for classification and 

predicting issues. It constructs decision trees from 

heterogeneous data and classifies and predicts using the 

average of their votes. 

DECISION TREE: It is a tool to solve classification and 

prediction problems. Internal nodes symbolise to test 

attribute, every branch symbolises a test outcome, and leaf 

nodes stores a class label. 

                      

 

Fig 3: Block diagram for modelling ML algorithms. 

 

Training and testing sets have been created from the pre-

processed dataset. and training set was used for training 

machine learning and a model will be created from 

training. The model was tested with the testing set. From 

the results of testing, accuracies of machine learning 

algorithms were generated. 

Fig 2: Illustration of machine learning process. 
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C. EXPERIMENTAL ANALYSIS: 

The Efficiency of the ML algorithms used in the 

suggested system was assessed in a Mininet and Ryu 

controllers-based SDN test environment. 

 

Fig 4: Architecture of SDN Testbed. 

A simple SDN network consisting of 18 hosts, 6 switches 

and a controller has emulated using Mininet and Ryu 

controller. Mininet is a standard tool used to emulate SDN 

networks and Ryu controller is a python based 

programmable controller used in research works 

regarding SDN networks. Despite the fact that, in various 

virtual machines installed all of these applications, the 

proposed work only uses one physical computer to 

emulate the MNE and RYU controller. Following is how 

the proposed architecture works. Flow Collector is an 

application programme that runs in the controller. 

Network traffic flow is collected by flow collector and 

delivers the collected flow to a trained ML model, which 

detects if the flow represents an attack or normal 

traffic and presents the results to the controller. 

 

Fig 5: Emulated SDN network topology 

A simple web server (SimpleHTTPServer) will be 

running on any of hosts and DDoS attacks will be 

performed on that webserver. To perform attacks a 

standard tool hping3 is used. Hping3 can be used to 

perform TCP-SYN, UDP, ICMP attacks. During DDoS 

attacks webserver is hosted on one host and attack will be 

generated from another host and one more host is 

employed to notice the reachability of web-server while 

attack in progress. Each trained ML algorithm is 

evaluated in SDN testbed in similar manner 

 

IV. RESULT ANALYSIS 

Performance of Machine Learning algorithms in the 

proposed work is analysed using recall, accuracy and f1-

score. Accuracy describes the success of ML algorithm. 

The recall metric is employed to differentiate between 

true positives and false negatives as well as to identify 

true negatives. In addition, the F1-score is a calculation 

of the weighted mean between precision and recall. 

 

A. Accuracies of Machine Learning Models: 

Machine learning 

models 

ACCURACY of 

detection (%) 

Decision Tree 99.95 

Random Forest 99.99 

KNN 97.99 

SVM 66.07 

Table 1: Accuracy of ML models. 

 

B. Recall Comparison of Machine Learning Models: 

All the ML models in the proposed work have achieved 

same recall value which is 99.99 

 

Fig 6: Recall comparison ML Models 

F1-score comparison of Machine Learning Models: 

All the ML models in the proposed work have achieved 

the same F1-score which is 99.99. 

H-host 

C -controller 

S-switch 
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   Fig 7: F1-score comparison of 

Machine learning models 

 

V. CONCLUSION AND FUTURE WORK 

DDoS attacks has become very sophisticated in latest 

time, as well as more enormous. This work we present a 

flexible solution using ML techniques for finding of 

DDoS attacks in SDN. Large Volumes of data is pre-

processed and trained with ML algorithms, namely KNN, 

SVM, DT, and RF. These trained algorithms were 

evaluated in simulated SDN network. out of these 

algorithms Random Forest and Decision Tree algorithm 

has shown the best results. In future, the work will be 

focused on increasing the scalability of network and also 

the mitigation of attacks in SDN network.  Thus, the 

Suggested system can be useful for identifing DDoS 

attacks in SDN.  
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