Journal of Survey in Fisheries Sciences 10(2S) 2667-2683 2023

.Introduction

The Threats and Dimensions of Security Systems in
Electronic Commerce

I\Waheeb Abu-ulbeh, ?Yazeed Al Moaiad, 2Abdilahi Liban, “Mazen Mohammed Farea,
SWafa Abdulkarem Al-Haithami, *6Yousef A.Baker El-Ebiary

!Asst. Prof. Dr., Cybersecurity Department, Al-Istiglal University, Jericho, 10, Palestine
w.abuulbeh@pass.ps
2Asst. Prof. Dr., Faculty of Computer and Information Technology, MEDIU, Malaysia
yazeed.alsayed@mediu.edu.my
®Dr., Faculty of Computer and Information Technology, MEDIU, Malaysia,
abdilahi.liban@hotmail.com
*Assoc. Prof. Dr., Faculty of Finance & Administrative Sciences, Al-Madinah International
University, Malaysia
mazen.farea@mediu.edu.my
SFaculty of Finance and Administrative Sciences, Al-Madinah International University, Malaysia
fafikareem2017@gmail.com
®Assoc. Prof. Ts. Dr., Faculty of Informatics and Computing, UniSZA University, Malaysia,
*(Corresponding Author) yousefelebiary@unisza.edu.my
https://orcid.org/0000-0002-4392-8015

Abstract

E-commerce is a buying and selling platform via the internet, and the transaction of money also must
be made online. This platform needs to have good security to ensure the trust of customers. Trust from
consumers is needed to continue this business, because of that security system must be constantly
improved and upgraded to a better version. The security system of e-commerce must be tightly secure
to ensure all consumers’ privacy and personal information do not get leaked by hackers. E-commerce
offers a great opportunity to the online banking and online shopping industry, but also has a high risk
of security threats. This article shows the difficulties of asset and transaction security in e-commerce
components and operations. Because substantial sums of public money are involved in the transactions,
the importance of data security and privacy is not overstated in this industry. The article goes on to
highlight the security requirements of e-commerce systems from potential threats and weaknesses after
looking at the technologies utilized in e-commerce. The challenge of e-commerce security is then
considered as one of engineering management, and a lifecycle solution is proposed. This report will
discuss the threats in E-commerce and all dimensions of e-commerce. Besides that, this report will
explain the advantages and disadvantages of e-commerce, and also the solution on how to counter the
threats to the security system of E-commerce. A lot of issues discussed here are important for online
shopping or e-commerce platform users because they will educate them to be more careful when making
an online transaction. This report also persuades customers to be more confident in the e-commerce
security systems.
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Electronic Funds Transfer (EFT) (EFT).

In the late 1970s, the capacity to employ E- The Internet was first made available for

Commerce technology became available. E-
Commerce at the time meant the electronic
execution of business transactions using
Electronic Data Interchange (EDI) and

commercial use in 1991, and it gained
popularity in 1994. (E-Commerce Land,
2004). As aresult, security protocols such as
HTTPS took nearly four years to create. One
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of the earliest E-Commerce companies to
build a safe market was Amazon.

Information privacy and security, according
to Miyazaki and Fernandez (2001), will be
the biggest obstacles in the growth of
consumer-related e-commerce.

There are five major types of e-commerce
which are business to consumer(B2C),
business to business(B2B), consumer to
consumer(C2C), business to
government(B2G), and mobile
commerce(m-commerce). The retail or sale

side of e-commerce is where Business to
Consumer focuses. It is the exchange of
products and services between businesses
and consumers, and it entails customers
obtaining information, purchasing physical
commodities such as clothes or furniture, or
information goods such as downloading
digital material content such as software,
online games, or electronic books. In the
business-to-consumer (B2C) market, one
example is Shopee which is more relatable
to an online shopping mall due to its largest
range in Malaysia.[5]
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Fig. 1. Example of Business to Consumer e-commerce

When e-commerce is expanded to include
supply chain management between and
among firms, a new concept known as
business-to-business forms (B2B).
Companies can handle various supply chain
elements such as  manufacturers,
distributors, and dealers. E-commerce

HJ‘.I'I'S.E

TEEHEACTION

between two or more businesses is known
as business to business e-commerce. In
business to business e-commerce, the main
focus is on procurement, but in business to
consumers, the main focus is on selling and
marketing.
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Fig. 2. Example of Business to Business ecommerce
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Consumer to consumer e-commerce
happened between private individuals and
consumers. There are a lot of example of
consumer to consumer e-commerce such as
portals like Chilindo which allows online
real time bidding on products for sale on the
internet. Next, Peer-to-peer (P2P) systems
which allows private individuals to share
files containing many types of data. It is

unlawful in Finland to transfer any
copyrighted information using peer-to-peer
networks.The last example is individuals
can sell or purchase garbage or
commodities on different advertising
platforms such as Corousell. On internet,
there are also forums where users may post
classified ads for buying or selling
employees relating to the forum's topic.

Places advertisement

Want to sell products

Website

Want to buy products

Customer 1 )
— A > - - -

receives products

Fig. 3. Example of consumer to consumer cycle

Business-to-government e-commerce
refers to e-commerce between businesses
and the government. For example, this
involves  using the internet  for

licensing,public procurement, and other
government-related tasks. In business to
government e-commerce, the government
plays a key role in creating e-commerce.

B2G E-commerce

Business Organization

Website Governiment

Fig. 4. Example of business to government cycle

The practise of buying and selling products
or services through wireless technology is
known as mobile e-commerce. The most
significant advantage of m-commerce is

that the terminal is portable, and large cities
have radio coverage. In addition, the
number of services offered in m-commerce
is growing.[5] For example, data and
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information services such as automatic
reminders or notification of news, bill or
stocks market.[6]

Fig. 5. Example of mobile e-commerce

E-commerce security is a protection to
customers of e-commerce from any
hackers, unauthorized access to personal
information and scammers. E-commerce is
a platform that includes all business
activities such as investment, shopping and
online transactions.[7] E-commerce also is
a part of the Information Security
framework that applied to elements that
affected e-commerce security such as
Computer Security, Data Security and other
components of the Information Security
framework. (The Study of E-Commerce
Security Issues and Solutions) This
platform needs to have a tight security to
ensure the trust given by customers. This is
because e-commerce involves with a lot of
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customers' money and also their personal
information.  This will attract the bad
people to gain money by scamming and
hacking customer’s money and bank
information.[8]

Online shopping platforms such as Shopee,
Lazada and Amazon has the terms and
conditions that customers must follow to
protect their personal information and
privacy. This is also to make sure customers
can buy a product with safe and secure
transactions. Online shopping users also
need to educate themselves to not give any
bank information to any people on online
websites.[9]
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Fig. 6. Example of E-commerce process cycle
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There is a way how e-commerce ensures the
security of their customers’ information.
For example, Shopee did not allow their
customers to do a transaction outside the
applications to avoid any money
scamming.[10] Privacy has become a major
concern, not just to customers but also to
the e-commerce provider, because of that
people need to give more attention to e-

commerce security. In the minds of
consumers, security risks appear as the
most pressing worry. Besides, e-commerce
faces other dangers, including server
threats, communication channel threats,
client threats, virus threats, and intellectual
belonging threats. In order to overcome
these attacks, security is very crucial for
anyone.[11]

MALAYSIA SHOPPING

H#M

Fig. 7. Example of e-commerce platform

I1.Related Works

Security is not just about the safety of
ourselves but security also should be
provided in our today's lifestyle such as
security on the internet that we use
nowadays to do something online. In
addition, many of our jobs today required
the use of the internet to solve problems like
making an appointment with a doctor or
some company should have an online
appointment.[12]

Security is an important part of any
transactions that use the internet. People
will lose their faith in e-commerce
platforms when there is too much scam on
the internet and do not have any securities
on the internet page.[13]

Nowadays, a lot of things are done on the
internet such as buying and selling goods
using online websites or online applications
like Shopee and Lazada. These applications
consist of their own safety that safeguards
people who take care and observe their
clients online when they do their selling or
buying using those applications. These
applications have gained people’s trust and

it is because of the security internet on the
website works well [14].

E-commerce security is to provide
protection of e-commerce assets from being
hacked or used by unauthorized persons. E-
commerce security is one of the most
important in nowadays life because it has
dimensions of e-commerce such as
integrity, non-repudiation, authenticity,
confidentiality, privacy, and
availability.[15] E-commerce also has its
own threats like intellectual property
threats, client ~ computer  threats,
communication channel threats, and server
threats. Also, e-commerce has its
advantages and disadvantages.

In my opinion, e-commerce security should
be upgraded on websites to avoid
something bad like scammers and illegal
servers. E-commerce has their trust in
people because it helps people to provide
online websites and online transactions
such as keeping the personal information on
the website.[16] Without trust, many people
would forget about the use of the internet
and maybe revert back to using the
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traditional methods. In my opinion, we
should know more about e-commerce so
that we can provide our internet website or
information from being scammed or
hacked.[17]

I11.Purpose Of Study

e To learn the important of e-commerce.

e Discuss a deeper understanding of
customers perceived privacy and security.

e Study of maintaining a high perception
of security.

e Explore the security concerns of online
IT users.

e Explore the perception of security in e-
commerce from both customer and
organizational perspectives.

e Analyze the improvement  of
environment for the advancement of e-
commerce.

e Understanding of customer needs and
priorities on the subject security.

e To discuss the overview of E-commerce
security system.

e To know how to place an order for
online shopping.

e To know the purpose of security system
in E-commerce.

e To discuss the disparate security issues
in E-commerce.

e To gain knowledge on how to secure
online shopping guidelines.

e Discuss how to increase operational
efficiency by using different security
measures.

IV.Threats In E-Commerce

Based on figure 8. above, we can see
how the hackers are doing their job to make
the businesses lose and take the payment of
a customer. It starts when the attacker
injects a malicious script to an e-commerce
platform to get into the web server. After
that, they attack the front-end online store
by loading the malicious script to confuse
them in order to access the web server.

Meanwhile, the users who do not know
anything about the malicious script just use
it and this way would affect the businesses
of the store because the hacker may have
their details information. However, it not
only makes the store lose profit but also the
customer can be hacked because the
malicious script that the users use may
make the payment information of users be
sent to the attacker's server. At last, the
attacker got all the payment info and causes
huge losses to either the businesses or the
customers money. Thus, businesses should
have more knowledge about security
systems in e-commerce so that they can
adapt the malicious script that will affect
their business.

www.temok.com

E-commerce platform
: “
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Fig. 8. The flow chart of security threats
in e-commerce

Security threats can be referred to as a risk
in security e-commerce which can harm
computer data and organization. This is
because someone can steal our data from
the computer that is called a hacker. The
hacker can gain unauthorized access to a
computer system. E-commerce threat also
can be defined as using the internet for
something unfair because of the intention of
stealing and fraud. Also, there are various
types of threats such as accidental, some are
purposeful and some are due to human
error. But the most common threats are
electronic payments that use e-cash or
credit and debit card frauds.[18]

Threats can be classified into two
categories that are physical threats and non-
physical threats. As for physical threats, it
may cause an incident that will risk loss or
physical damage to our computer systems.

2672



Journal of Survey in Fisheries Sciences

10(2S) 2667-2683 2023

Physical threats can be classified into three
main categories which are internal,
external, and human. Internal physical
threats are like fire or unstable power
supply.

For external physical is more like lightning,
floods, and earthquakes. The last one is a
physical threat of humans like theft,
vandalism of the infrastructure, or
intentional errors.

The non-physical threat is known as a
logical threat. This threat may cause many
incidents such as corruption of the system
data, business operations that use the
computer may disrupt, loss of sensitive
information, and cyber security breaches.
The common types of non-physical threats
are likes spyware, keyloggers, and
unauthorized access to the computer system
resources.[19]

Other than that, the threats that involve
credit and debit card fraud are called

financial fraud. Most cases involve
Attacker sends an
email to the victim
(1) N
Attacker
v’\ 4:‘} \

Attacker uses
victim’s credentials
to access a website

pooo
retri1iel
plroooloe
peooooooe

N\

Legitimate Website

U000 Attacker collects
victim’s credentials

financial fraud because of online selling
and buying. As a credit card, it happens
when cybercriminals steal the credit card
data and used it to buy products. Usually,
this case can be detected because the
shipping and billing addresses vary.

Also, there is a case of fake return and
refund fraud. This is because the hacker can
make unauthorized transactions that can
make the businesses loss[20]. Some of them
also do cybercrimes about refund fraud like
they file a fake case that requests a refund.
Most of the victims came from old people
because they easily believe something
without investigating it first.[21]

Other than that, there is also a threat called
phishing which happens when the hacker in
disguise as a police or other agency that sent
a message, email and even used a call to lie
about something like you get sued or some
fraudulent retrieval of goods in certain
places.[22] For example, the authentic
email from the bank asking to provide our
details and such a thing.[23]

Q
)

2 ;, Victim

~~ Victim clicks on the
email and goes to
the phishing website

Fig. 9. Example of phishing attacks

This phishing attack happens to the
customer who does not realize the via email
that is sent to them is not illegal and it is
how the attackers use email for the victim
clicks and give all the details in that email.

This way could make the attacker collect
the victim's credentials. The attacker uses
the details that the victim gives to access a
legitimate website.

2673



The Threats and Dimensions of Security Systems in Electronic Commerce

Besides, there are also cases of spamming.
This happens when the hacker will send a
link via email or social media inboxes. Not
just that, they also put the link in comment
forms and once someone clicks the link, all
of the data will directly arrive at them.
Then, someone may end up being a victim
of spamming. So, that is why we should put
an e-commerce security system in order to
have safe privacy online.[24]

A threat called a man in the middle also
happens when the attacker uses the wi-fi or
network to listen to the communication.

Some businesses have experienced this
case. This is because of the man in the
middle that contains the details and uses
them for other harm like scamming. These
threats can make some of the businesses
incur a loss. So, in order to ensure safety,
the business should have security like a
password in order to use the wi-fi. This may
help even a little from being scammed by
hackers. It is better if we just use the direct
way from using other people to get the
information like the figure shows how the
man in the middle works to get the
information of businesses. [25]

Avoiding Man-in-the-Middle Attacks

L X dx
~_o —

Fig. 10. Example of Man in the Middle

There are more threats but the case above
keeps receiving reports of people being
scammed. In conclusion, the security
system of e-commerce is very important for
online users so that it will lessen the danger
of a hacker scamming people. Also, all of
us from all ages should have more
knowledge about security systems and e-
commerce and should be aware of
something that happened suddenly. We
should investigate it first or ask others that
have more knowledge about it.[14]

V. Dimensions Of E-Commerce
Security

Nowadays, cyber-attacks are often
prevalent on the internet and most
businesses are facing significant losses. So,
the websites that are used by users need to
be protected and have high security. There
are six dimensions of e-commerce security
which are integrity, non-repudiation,
authenticity, confidentiality, privacy, and
availability.[13]
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E-Commerce Security Strategy

Regulatory
(External)

Control: Database and network
security

Assurance metrics:
Confidentiality, integrity,
authorization

Financial
(Internal)

Control: Fraud; embezzlement,
bad debt expense

Assurance metrics: Authentication

and integrity
Protect against:

Marketing & Operations
(Internal)

Control: Website functions,
customer transactions,
electronic documents,
intellectual property

Assurance metrics: Availability,

Protect against:

Transactions using stolen identities,

nonrepudiation.

Unauthorized access by

debit or credit cards, and checks.

Protect against:

hackers, former employees, Unauthorized transactions and Phishing
malware, and crimeware overrides Spoofing
Privacy violations Pretexting Denial-of-service attacks

Industrial espionage

Fig. 11. E-commerce security strategy

The first dimension is integrity. Integrity
includes the accuracy of data,
trustworthiness, and keeping consistency
over its whole lifecycle. It means that
integrity can make sure all of the crucial
information and data on the internet are safe
and have not been stolen by any
unauthorized or unknown parties. So, the
issues that are raised by the customers and
merchants whether they presented the data
and information that were published on the
website has been altered, or not or the
information that is sent from customers are

valid or not can be solved with
integrity.[26]
Second is non-repudiation. Non-

repudiation can be defined as the assurance
that the sender of information is given with
the proof of delivery and the recipient is
offered with proof of the sender's identity,
so neither can later deny having prepared or
processed the information. Once the
customers or sellers agreed that there would
not be any repudiation, they should not
deny facts, rules, or regulations.[27]
Furthermore, non-repudiation verifies that
all of the information and data transferred
between two parties which are customers
and sellers has been successfully received
or not.

Next is authenticity. It means the
assurance that any transactions, messages,
and other reciprocity of information are
from authorized sources. The authenticity
also includes the evidence of identity and
can affirm the authenticity through
authentication. In  e-commerce, the
customers and sellers need to give or
provide accurate and correct proof of their
native identities in order to have a secure
transaction between them in the platform.
In addition, e-commerce platforms used
authenticity as a tool to make sure people
are not faking their identities. As an
illustration, people can use their fake phone
numbers and email address to access any e-
commerce platform.

Confidentiality is also one of the
dimensions of e-commerce security. This
dimension makes sure the private
information and data are secured from any
unauthorized parties. So, the private
information and data are only available or
can be accessed by authorized people and
they can use any sensitive or restricted data
or modify them. As we can see, when
people cannot log in to their e-commerce
website account, they will reset their
password and change with the new
password. In order to change their new
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password, e-commerce websites will send
the one-time password to their email or
phone number to avoid any disruption from
third parties.

The fifth dimension of e-commerce
security is privacy. Privacy can be defined
as possessing the capability to secure the
restrictive or sensitive information of
personally recognizable data. In short,
privacy is the protection of the usage of
information or data between the customers
and sellers. Moreover, privacy is a vital
threat to any online transaction as private
data is revealed and there is no method to
disclose them. For example, if third parties
or hackers breach the e-commerce
websites, they can access any information
on credit card details of customers.

Lastly, availability. It means the
affirmation that a computer system is
available or can be accessed by an
authorized user whenever it is needed. This
dimension strengthens site traffic, search
engine rankings, and online visibility. The
data and information in the websites should
always be secured and available to the
customers and sellers.

VI. Advantages Of Security System
In E-Commerce

In an e-commerce system security,
software, environment, and hardware are
the main critical issues which are crucial in
the system[21]. There are many advantages
of the security system in e-commerce. First,
the security system in e-commerce is
crucial in order to protect the customer’s
data and privacy on a website. In this age of
technological advancement, people make
sales and purchases online to facilitate their
daily affairs without having to go out to a
physical store. Therefore, e-commerce
platforms are very important as it assists
them to purchase the trusted online
products. So, when there are a lot of
transactions done on this platform, the
security system plays an even more
important role to secure the customer’s data
and privacy such as personal details,
address, bank account, and more.[28]

Furthermore, the security system can
prevent any payment scams and financial
fraud which is likely to occur to customers
when they make an online purchase
transaction. Financial fraud has been
prevalent on various websites especially
online purchase websites. As an illustration
of payment scams and financial fraud,
hackers have quietly made unauthorized
transactions and the trail has been wiped out
and indirectly the customers and sellers
have to bear big losses. Some scammers
also file requests for fake refunds or returns.
Thus, with the existence of this security
system, it helps to detect the dubious
transactions made by scammers or hackers
and allows the customers to make payments
securely and safely.[29]

The next advantage is gaining the trust of
customers. The security system manages to
earn the trust of customers when frequent
scams are reduced. Moreover, when the
customers are buying products from the
sellers on e-commerce such as Shopee,
Lazada, and Zalora, they will feel safe and
confident that their privacy and data of
transaction will be fully protected by the
security system. In addition, the customers
will not be willing to recommend other
people to buy online products on e-
commerce if there is no data protection
even if it is a loyal customer.

VIl. Disadvantages Of
System In E-Commerce

However, there are also many
disadvantages of the security system in e-
commerce. First, there is a chance of
vulnerability to viruses and malware. It will
appear when the sellers inconsistently
upgrade the store's software from the
updates issued by the software providers.
Furthermore, if the customers are using old
or outdated HTTP protocols, they will face
cyber-attack and fraud.

Security

In addition, the security system may
require a huge technological cost. The
software, network, and any arising security
issues need to be renewed and improved
from time to time as it will affect the e-
commerce website to be able to run
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smoothly. So, the e-commerce website will
invest more costs on the security system
and that is one of the disadvantages of
having a security system.

VI11. Discussion

We choose e-commerce as e-commerce is
the system that most people use for their
business even a small business can use it to
increase their sales. They can find a buyer
in this system and do not have to waste their
energy and time because they only need an
internet connection to access e-commerce.
For us, we think e-commerce is an easy
platform as we can search any product and
service online with just using an internet
connection.[30]

Some applications or websites will have a
problem with security privacy issues which
are becoming more prevalent in our
country. This is the same as the e-
commerce system. E-commerce systems
also have a security and privacy issue that
is very serious and hackers usually targeted
e-commerce platforms using a myriad of
malicious techniques.[31] An e-commerce
security threat that occurs is financial fraud.
In online business, financial fraud always
happens such as credit card fraud and fake
return and refund fraud. Credit card fraud
happens when a cybercriminal uses stolen
credit card data to buy a product from your
store and sometimes it can happen when
they steal your information details for them
to get a new credit card. And for the fake
return and refund fraud, it happens when
the hackers make a fake file to request
returns.[32]

Second, the security threat that happen in E-
Commerce is phishing. This happened
because a fraudster makes copies of your
website to trick the users to believe them.
The fraudster used this trick to get money
from the customers. Then, another threat is
spamming. This is a bad trick where they
send you a link via email or social media
inbox and if you click it, you may be a
victim of them.

Among the security and privacy issues
that happen in e-commerce is the security
threat. Security threats are risk that can
potentially harm computer systems and

organizations. The security threats that
happen in e-commerce are fraudulent use of
credit cards, computer viruses, spam
messages on email, theft on computers or
information, and others.

The security and privacy issues with e-
commerce can be minimized with a few
solutions. First, you should make a review
on features or services offered by your web
hosting service, internet service provider,
web design, and software company. It is
very crucial for you to double-check before
you download something from any website
as if not, your privacy will be exposed to the
hacker or someone that will manipulate
your information. You should pay serious
attention to security alerts about any
websites or links that should not be pressed
and you must install security patches as
needed.[33]

Besides that, you should regularly update
the software in your computer and scan the
spyware and viruses. This is very important
to reduce vulnerabilities and make sure that
your database is not exposed to security
threats. If you do not update your software,
it is the same that you give a chance for your
computer to be infected. Besides that, it is
important to update the software to fix bugs
and crashes on your computer. Crashes and
bugs always happen when someone or the
company wants to update the version of a
program. If you do not update the software,
you cannot avoid the problems that will be
affecting your computer. So, to make your
computer better, you should update the
software to ensure that you are running the
most current and bug-free version.[34]

Other than that, you should back up
the system and information regularly. This
is very crucial to make sure that information
from your computer is not missing or
exposed to the threats that will use your
information in the wrong way. Do not let
your information to be exposed to hackers
because of your negligence.[35]

Furthermore, before you want to do online
shopping, it has a few guidelines for you to
follow. First of all, as a buyer of online
shopping, you should shop at a guaranteed
safe website that uses encryption
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technology to transfer your information to
the online merchant’s computer. You could
know whether the site is secure or not on the
website address, if the website has ‘s’ after
the HTTP, that means the website is secure.
Another way to know if the website is
secured or not, you can see the padlock on
the address bar at the upper of the screen. If
it is open, that means it is not a secured
website. So, before you want to open a
website, remember to read a merchant’s
privacy and security policies to learn how it
saves your information on its computer.

Second, the guidelines for you to follow is
to do research about the website before you
make an order. This is important for you to
know whether the website is owned by the
company that you are already or not. If you
are not familiar with the company, you
should not buy anything from the websites.
You can call the number on the websites or
you can check through the Better Business
Bureau.

Thirdly, you should never give your social
security number because the merchant will
not need it. If a website asks for your social
security number, do not give it to them. It is
the same that you give your private data to
them. Next, you must keep your password
private. Usually, when you make an order,
you need a username and a password. You
should not make a password that is related
to common information such as your
birthdate, or another date that is related to
your family. You also should not use the
same password for another website because
some of that is associated with sensitive
information.

Lastly, you must be aware of the identity of
the theft or hackers. Nowadays, there are
many fraudulent cases which is identity
forgery that is always occurred over the
internet. They used the low tech such as
dumpster diving, mail theft, or workplace
access to SSNs. They use the credit cards of
the victims to buy a service or goods from
the websites. If you want to shop online you
should be careful with this theft and must
ensure that you use a credit card instead of
a debit card. And then, you must check your
credit card for several months after you do

online shopping. If there is something
wrong with your credit cards, you can
contact the credit card company and file a
dispute claim. You should check the reports
of your credit card at least once a year to see
if your credit cards were used without your
permission.

IX. Conclusion

In conclusion, in this sophisticated age,
people must be careful in using
technologies such as gadgets especially in
this Covid-19 pandemic season as during
this time, our work, expenses, and payment
are mostly online. E-commerce has become
one of the important platforms for people to
use. Because of that, users need to be
careful before using e-commerce as this
platform normally needs to use our private
data such as bank account number,
identification certificate number, phone
number, and others.

Besides that, e-commerce also has many
threats for users. For example, financial
frauds, phishing, spamming, man in the
middle which is a hacker, and others. To
prevent these issues, an e-commerce
security system has been established to
make sure that users’ privacy data is strictly
controlled. Users need to know about the
dimensions of e-commerce security to
prevent leakage of personal information.
The list of dimensions of e-commerce
security is integrity, non-repudiation,
authenticity, confidentiality, privacy, and
availability. [36]

The security system in e-commerce also
has advantages and disadvantages.
Advantages obviously bring benefits to
users but disadvantages will bring
consequences to users. To prevent this from
happening, users need to make sure that any
gadgets used, free from viruses and always
update the software, if not, our gadgets will
have the chance to get infected. Last but not
least, the existing or new users must take
note of all these issues to prevent them from
becoming the next victim.

Day by day, this e-commerce platform
plays an important role in our society. This
concludes with a great advertisement about
the product in e-commerce that can attract
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interest with different ages which are
children, teenagers, adults, and elders. But
they must be careful before buying a
product as nowadays, there are many
scammers that will take the opportunity to
cheat on the community, especially
students and the elderly. Simple steps that
we can use before buying a product online
are to check the product ratings and
reviews, read the product’s specifications,
understand the return and refund policy,
and others.

Apart from customers who need to be
careful, the sellers that are involved in e-
commerce platforms also need to play an
appropriate role such as being honest on the
product that you want to sell and choosing
a trusted courier.

Other than that, the sellers must also keep
the customer’s personal information from
other parties such as name, address, and
phone number. Sellers must provide the
best security e-commerce system to gain
customers’ trust. Nowadays, transaction
authorization code (TAC) and I-access code
(IAC) is very important thing that we must
request before making an online payment
but we cannot share that code with others.
Last but not least, everyone has their own
responsibility before using an e-commerce
platform to prevent losses.
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