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Abstract

This research work proposes the implementation of a system to strengthen the security of academic web
applications based on a study carried out at a public university in Ecuador. Within a comparative analysis,
OWASP is selected as the base methodology for the development of tests, OWASP ZAP as the
penetration test tool, and within the vulnerability scanning, the ten (10) categories of the OWASP 2021
methodology are taken into account. We will focus on two (2) test scenarios; the first one, in which we
will examine vulnerabilities in web applications in production and, the second one, which we will apply
the methodology we have established in a controlled environment; according to data obtained from the
test scenarios, it was contrasted that the application of this security strengthening system reduces
vulnerabilities in academic web applications by 98.83%, and with the statistical test of chi square with a
confidence level of 95% it is demonstrated that this methodology does reduce the number of
vulnerabilities, resulting in the use of more secure academic web applications.Keywords- Web
application, security, vulnerability.
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I. INTRODUCTION A 33.5% increase in Internet use is evident if

Digital statistics for 2022 [1] show that 75.6% we compare this figure with that of 2021.

of people in Ecuador use the Internet, while  This has also led to an increase in the number
62.5% of people worldwide have access to it.  of electronic devices that consumers use to
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access the web, which has led to an increase in
the number of routine tasks being moved to
web applications.

Web apps, according to [2], are programs that
let users connect to a web server across a
network using a particular browser.

According to [3], a vulnerability is a flaw in a
computer asset that can be used by a threat to
compromise its availability, integrity, and
confidentiality.

Most web applications are created with the
intention of providing a specific function,
often leaving security on the back burner. This
can lead to risks of cyber attacks that exploit
vulnerabilities in web applications at some
point in their lifetime.

Web application security is an increasingly
important issue today, due to the large amount
of sensitive data being handled online. Web
applications are vulnerable to a wide range of
security threats, which can expose users'
personal and financial information to
malicious attackers.

Thus, security in academic web applications
that are the subject of this study is particularly
important because these applications contain
personal and financial information of students
and faculty, as well as sensitive data related to
academic performance, attendance, and
medical records. A successful attack on an
academic web application could result in the
disclosure  of confidential information,
manipulation of academic records, or
disruption of academic operations.

Therefore, security in academic web
applications is essential to protect the personal
and financial information of students and
faculty, prevent tampering with academic
records, maintain academic integrity, and
reduce legal and financial risks. Educational

institutions must implement effective security
measures in their academic web applications
to ensure the protection of confidential data
and the well-being of their users.

In Esmeraldas, Ecuador, is the Universidad
Técnica Luis Vargas Torres (UTELVT).
Almost 12,000 students are enrolled at this
public institucion of higher education, which
offers a variety of professional paths. They use
the academic web applications for enrollment
processes and grade reviews, among other
things.

The main objective of this research is to
propose a security hardening system in this
University and to reduce the vulnerabilities
found in academic web applications. To verify
the security level of this methodology, a
vulnerability analysis was performed in two
(2) scenarios; before and after the
implementation of the hardening system.

This article is organized as follows: the second
section determines the tool to be used for
penetration testing and the definition of the
methodology to mitigate vulnerabilities in
academic web applications; the third section
describes the results obtained from the
analysis of vulnerabilities detected before and
after the methodology; and finally the fourth
section details some conclusions of the
research work.

Il. MATERIALS AND METHODS

To achieve the purpose of this research, the
following procedure was applied:

A. Research Design

Since instruments in scales or numerical
ranges were used, this study has a quantitative
approach. This methodology allows the
collection of sufficient data for the analysis of
the study variables.
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Since the vulnerabilities to which the web
applications of a Public University of Ecuador
are exposed were evaluated in a determined
academic time, the research design is quasi-
experimental, transversal and descriptive.

The descriptive scope facilitates the
specification of the vulnerabilities of online
academic applications. However, using the
deductive approach in this study, it was
possible to determine which vulnerabilities
needed to be corrected first to strengthen
online academic applications [4].

B. Penetration testing tool selection

A penetration test, sometimes known as a pent
test, is a process that employs a number of
techniques and methodologies to mimic an
attack on a system and allow for the

evaluation of the security of computer
systems, networks, and applications, according
to [5].

There are a number of methodologies for
penetration testing used in the field of systems
auditing; however, a study [6] found that
OWASP is the best methodology for this
research. ~ Another  factor taken into
consideration for decision-making were the
stages that each of these methodologies go
through for the development of tests and are
described in [7].

Due to the approach required for the
application of the methodology, it is
demonstrated that OWASP ZAP is the best
penetration tool [8] that performs web
application vulnerability detection with the
best efficiency in the study.

TABLE I: SELECTION OF THE TOOL FOR TESTING

CHARACTERISTICS

User- Ease of Legible  Detection System Total
Tool friendly installation final speed requirements
interface report
Acunetix 5 3 5 5 3 21
Nmap 5 2 3 3 3 16
Owasp zap 5 5 5 5 3 23
Kali Linux 5 3 5 3 3 19

C. Test Scenarios

Two scenarios were proposed to validate the
proposed method: In the first, a security test
was performed on the academic web
applications of an Ecuadorian public
university, and several vulnerabilities were
found.

Fig. 1. Scenario 1.
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In the second case, protections or
countermeasures were suggested for these
academic web applications, and corrective
measures were subsequently implemented.
The security test was then repeated on the web
applications under study.

Fig. 2. Scenario 2.
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The risk level to be taken into account for each
vulnerability to be analyzed is given in Table
Il according to [9].

Risk Impact Description

Vulnerability that, if exploited, would compromise the
. Between: 6 y <=10 information security, causing a negative impact.

High - . .
negative impact, must be solved immediately.
Vulnerability that if exploited would have a slight impact on

. Between: 4 y <6 systems operations.
Medium - .

impact on system operations.
Vulnerability that if exploited would not cause major

Under Between: 1y <4 drawbacks
Warnings alerting about possible configuration failures, with

Informative Between: 0y <1 very low impact on the operation of the applications.

D. Proposed Techniques

The following general outline shows the
methodology for security and integrity in
academic web applications.

Fig. 3. General scheme with the 8 phases of
the methodology.
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GENERAL OUTLINE OF THE include four (4) library vulnerabilities and the

METHODOLOGY PHASES remaining SQL injection vulnerabilities.
1. Web applications identified Fig. 5. Vulnerability Scan of Web
Application 1.

It was determined which group of academic

web applications are currently in production
and which will be subjected to penetration
testing to look for vulnerabilities.

TABLE IllI: UTELVT ACADEMIC WEB
APPLICATIONS

Academia Group Web Address Status
Student https://estudiante.utel  in service
Enrollment vt.edu.ec/ T T L R
Academic https://administrativo  inservice 4, VVulnerability Analysis
Management .utelvt.edu.ec/ ) o )
Teach httos:/d | _ ) An analysis of the vulnerabilities found in
eachers ;;zsécloceme'”te vt Insenvice  the scanning of the academic web applications
o in production was performed.
SIAD https://siad.utelvt.edu in service ) )
ec/ After scanning the academic web

applications of the University in production,
thirteen (13) types of wvulnerabilities were

Using the Windows ping command, the IPs of found with a total of 342 incidents, which are

2. Information gathering.

the academic web pages were identified. shown in Table IV.
Fig. 4. Executing the ping command TABLE 1V: VULNERABILITIES
DETECTED
Vulnerabil Grade Qua OWA Solution
ity ntit SP
y Categ
ory
Cookie Under 49 A05 The SameSite
without attribute must
SameSite be set to 'lax’ or
attribute preferably
'strict’ for all
3. Vulnerability scanning cookies.
Theserver Under 57  A05 Verify that the
The OWASP ZAP tool was used to scan for  discloses web server,
vulnerabilities. informatio application
nviaan server, etc. is
Figure 5 shows the results of the scan  HTTP'X- configured to
performed on one of the web applications. PO"B"eff’d' Suppress BX',,
There are seven (7) critical flaws. They respgnse headers.y
header
field(s)
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Vulnerabl Mediu 8 A06 Bootstrap unencrypted
eJs m should be HTTP.
Library upgraded to its Cookie Under 44  A05 Cookies that
latest version without have session
The X- Under 63  A04  Verify that the Secure tokens or
Content- web flag contain
Type- application/serv sensitive data
Options er sets the must always be
header is Content-Type transmitted over
missing header correctly an encrypted
and that it sets channel.
the X-Content- Verify that the
Type-Options secure flag is
header to set for these
'nosniff' for all cookies.
web pages. Incompati  Infor 2 A04 Force UTF-8
Inclusion  Under 4 A05 JavaScript bility of  mative for all text
of cross- source files characters content, both in
domain should be HTPP header
JavaScript loaded only and meta tags in
source from trusted HTML or
files sources, and encoding
end users of the declarations in
application XML
should not be Incomplet Under 5 A04  Verify that the
able to control e header HTTP cache
the sources. set or no control header
Directory  Mediu 2 AO04  Directory cache is set to no-
browsing m scanning should control cache, no-store,
be disabled. must-revalidate.
Verify that none Missing Infor 1 A04  each page must
of the listed Content-  mative set the content
files pose a risk Type type value
if necessary. header specific to and
Time Under 25 A04 Manually appropriate for
Stamp confirm that the content
Disclosure timestamp data being delivered.
— Unix is not sensitive, Total vulnerabilities 342
and that it 5. Implementation of the countermeasure
cannot be
aggregated into  For this step a test environment was created
%Xig(':‘l)(;tsﬂf with a copy of the web server in production.
patterns. . .
Disclosure_Tnfor 79 A04 Remove any Figure 6 _ below shows the solution to a
of mative comment that vulnerability taken from the methodology
informatio returns designed to combat the thirteen (13)
n information that -y Inerabilities detected.
could help the
attacker
Secure Under 3 AQ2 A page that is
pages available via
include SSL/TLS must
mixed not have any
content content that is

transmitted over
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Fig. 6. Solution to a vulnerability found.

SOLUCION DETALLADA A VULNERABILIDADES ENCONTRADAS
Para deshabilitar la exploracion de directorios para todas las aplicaciones

residentes en el servidor web, se realizard el siguiente
procedimiento

1. Abric el archivo de ién de APACHE?, cuya ruta es onf
2. Afadi la sentencia “Qptigns -Indexes”; en la seccién de configuracién del directorio donde estén almacenados los archivos de las
aplicaci: “ixag/www/html”; tal como muestra a continuacitn:

3. Rs rvidor web, utilizando el comando service hitpd restart

o
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& 152021 - RAMIREZMARQUE X | @ ZaP Scanning Report X @ 03 Forbidden

€ > C O A noesse 190.15.134.88
&y wegos By rome KY€ SagradoCorazén|. B UnirOF - ripidam.. |[T) Introduceic

Forbidden

You don't have permission fo access /siad/ on this server

NOTA: Existen otros métodos para restringir el listado de directorios a través del archivo Jitaceess

6. Post Intervention Security Test

Penetration testing was performed after
implementing the safeguards designed based
on the vulnerabilities found in the academic
web applications with the purpose of testing
the strengthening of the security of the web
applications under study, all this in a testing
environment as shown in Fig. 7.

Fig. 7. Vulnerability scanning Scenario 2

Automated Scan D

From the scan it is observed that there are

threats that still prevail, but they are
informative and are motivated by the changes
that were made to the web applications in the
test environment, these vulnerabilities will
disappear when they are implemented in the
production environment.

7. Functionality Tests

Once the correction of the vulnerabilities
is verified, a verification of the applications
was made, by means of the navigation in the

browser, examining the functionality and
operability of all its components.

8. Implementation of the strengthened system

Once all the previous phases have been
completed, we first reconfigured the real web
server, taking into account the proposed
countermeasures, and then we copied the
intervened applications.

I1l. RESULTS
A. Vulnerability determination results

The following vulnerabilities were discovered
through the scanning of academic web
applications, both before and after applying
the methodology. The vulnerabilities were
weighted after performing the corresponding
tests and scanning with the OWASP ZAP tool
with the intention of analyzing them and
prioritizing the safeguards to be applied to
minimize the security risks of the University's
academic web applications.

This is a list of the vulnerabilities that were
found during the scanning of the academic
applications both before and after using the
methodology.

TABLE V: VULNERABILITIES
DETECTED BEFORE AND AFTER
APPLYNG THE METHODOLOGY

Vulnerabilities

WEB Befo Aft Correc %

APPLICATIONS re er ted Correc
ted

estudiante.utelvt.edu. 205 1 204 99,51
ec/ %

administrativo.utelvt. 72 1 71 98,61
edu.ec/ %

docente.utelvt.edu.ec 60 1 59 98,33
/ %

siad.utelvt.edu.ec/ 5 1 4 80,00
%

Total 342 4 338 98,83

%
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The table shows that 98.83% of the
occurrences of vulnerabilities were corrected,
demonstrating the effectiveness of the
proposed methodology.

Fig. 8. Vulnerabilities detected and
corrected in the two scenarios.
250 205 204
200
2 M a2 oz -
- |D @D it
estudiante.u administrativ| docente.utel | siad utelvte
telvi.edu.ec/ outeltedu.  vieduec/ du.ec/
Antes 205 72 a0 5
Despues 1 1 1 1
Caorregidas 204 71 58 4

Antes Despues Corregidas

Fig. 8 shows a significant reduction in the
number of vulnerabilities detected and
corrected.

B. Hypothesis Testing

What is relevant in this research is the analysis
of the findings that show the beneficial effects
of implementing the system to improve
security and integrity in order to reduce
vulnerabilities in academic web applications.
These findings include:

« Ha= The implementation of a security
methodology is significantly related to the
number of mitigated vulnerabilities in the
academic web application.

« Ho= The implementation of a security
methodology is not significantly related to the
number of mitigated vulnerabilities in the
academic web application.

The analysis of the variables defined to prove
the hypothesis is detailed in Table VI.

TABLE VI: FREQUENCY OF
OBSERVED VALUES

Observed Values

Vulnerabilities Before After Total
Quantity 342 4 346
detected

Quantity 0 338 338
eliminated

Total 342 342 684

As shown in Table VII, the Chi-square value
IS 629.59 with 1 degree of freedom and a
significance level of 0.05, the critical value is
therefore 3.84; so X2 calc is greater than X2
Critical, so the HO is rejected and Ha is
accepted, so the implementation of a security
methodology is significantly related to the
number of wvulnerabilities mitigated in the
academic web application and therefore
improves the level of security in these web
applications.

TABLE VII: RESULTS OF THE CHI-
SQUARE TEST

Value gl Significance level
Pearson’s Chi- 629,59 1 0,05
square
IV. DISCUSION

Web application security is a topic of great
importance, as more and more people and
companies depend on them to carry out critical
activities. There is a lot of research that has
been done on this topic, some of which have
found certain weaknesses in web application
security, while others have proposed solutions
to improve it.

In the work of [10], using their applied type
research, they evaluated the computer security
of a web page hosted free of charge by the
Firavitoba technical institution for the
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detection and remediation of information risks
and vulnerabilities. This led to the tabulation
of possible solutions, and they were able to
implement corrective measures to prevent
possible failures and loss of information based
on the vulnerabilities found in the analyzed
system, but no security policies were
established to minimize risks.

On the other hand, using the OWASP
methodology, [11] performed a descriptive,
cross-sectional and quantitative analysis on the
e-commerce system siembraviva.com, and [8]
did the same for the website of the distance
and virtual education department of the
technical university of Ambato, but some
processes need to be updated.

In a similar vein, the study by [12] elaborated
policies for security risk management in
software development at the Judicial Council
and posed two scenarios, before and after
applying the policies, but used another
methodology.

Although these researches are important to
improve the security level in web applications,
some of them do not focus on academic
applications and others do not work with the
proposed methodology.

The present research proposes a security and
integrity strengthening system for academic
web  applications using the OWASP
methodology [9] as a basis, which will serve
to mitigate the vulnerabilities that occur in this
type of applications, and can be applied and
implemented in any Higher Educational
Institution to improve information protection.

V. CONCLUSIONS

The main contribution of this research work is
to propose a methodology for the security and
integrity of academic web applications, which
focuses on a security test with 8 phases to be

implemented in order to reduce vulnerabilities
in web applications.

This work proves that the implementation of a
security strengthening system is significantly
related to the number of vulnerabilities found
in academic web applications and therefore
the improvement in the level of security.

The present study can be complemented by
adding other phases to the security hardening
system derived from the update of the
implemented OWASP methodology, or from
the appearance of new vulnerabilities.
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